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In the month under review, the DHQ and MORAN CSOC team recorded and blocked incidents of unauthorized attempts to access malicious website links by DHQ DMI Pers at STRATCOMM, CT Database and Security sub-branches. The sites are associated to the risk of phishing campaigns, monitoring user activities and collecting data such as IP addresses, browsing data and host machine Info. Further, incidents of malware detections and system vulnerabilities were recorded within the DHQ Networks. 
Nationally
Chinese telecom firm Huawei has partnered with the Kenyan government to upgrade the skills of the local workforce responsible for protecting the digital infrastructure in public and private sectors. The cybersecurity training program is targeting information and communications technology personnel in the government, various industries, and learning institutions.
Globally
[bookmark: _GoBack]Significant cyberattack targeted the Colombian government’s main telecommunications service provider, IFX Networks, leading to the theft of sensitive information, including personal data of citizens and confidential government documents. Additionally, an energy company in the Middle East, Schlumberger (SLB), experienced a cyber-attack that targeted its operational technology (OT) systems. The attack aimed to disrupt the company’s critical infrastructure, which included power generation and distribution networks.
COMMENT
Enrolling CSOC team into the Huawei sponsored training will enhance the cyber defensive skills to international mitigation practices against phishing attacks, vulnerability exploitations and ransomware targets that are potential risks to MOD Networks. 
MOD Pers advised to observer cyber hygiene practices IOT evade phishing campaigns that paves way for the vulnerability exploitations leading to further attacks. 

RESTRICTED

