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MONTHLY INTELLIGENCE REPORT (MIR) FOR DEC 23.	

[bookmark: _GoBack]During the month under review, the DHQ and MORAN CSOC Teams detected and mitigated malware agents, phishing attempts, and outdated software affected by multiple vulnerabilities within the internal systems. Additionally, organizational network and user policy violations within the MOD network environment were also reported.
 
Nationally, Surfshark Antivirus, a cybersecurity tool, reported a rise in cyber security cases in the second week of December 2023 attributing it to the picking up of the festive season shopping and online activities. A rise of 572 percent in cyber threats was reported with common types being Riskware, Heuristic, and Trojan.
 
 
COMMENT
KDF Information Systems, Infrastructure, and Processes remain constant targets for cyber attacks by various threat actors across the globe. Therefore, MOD System and Network administrators across all services, units, and formations should bolster resilience against cyber attacks by fortifying their defenses with a layered approach: implementing firewalls and secure configurations, patching software religiously, utilizing strong passwords and multi-factor authentication, educating MOD personnel about phishing and scams, monitoring system activity for anomalies, backing up data regularly and maintaining disaster recovery plans.
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